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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
¢ All models in this series may be referred to as the "Zyxel Device” in this guide.
¢ Product labels, screen names, field labels and field choices are all in bold font.

* Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Network >
Interface > Ethernet means you first click Network, then the Interface sulb menu and finally the
Ethernet tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your device.

Zyxel Device Generic Router Wireless Router / Access Point

—e @

Switch Firewall Server
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Internet Network Cloud Smartphone
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USB Dongle
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CHAPTER 1
Introduction

1.1 Overview

Zyxel Device refers to these models as outlined below.

e USG FLEX 50H e USG FLEX 50HP
e USG FLEX 100H e USG FLEX 100HP
* USG FLEX 200H * USG FLEX 200HP
e USG FLEX 500H * USG FLEX 700H

1.1.1 Fast-path Acceleration

Fast-path Acceleration is a way to speed up certain traffic such as NAT, IPSec VPN, Security policies
through the Zyxel Device by bypassing the kernel. SSL VPN tfraffic does not use fast-path acceleration.

1.1.2 Major Model Features

The following table lists the key features these models support:

Table 1 Zyxel Device Model Feature Comparison

oo |15, oo | 5|55 K, | 551 | 55 | 56 g
DoS Prevention YES YES YES YES YES YES YES YES
IPS YES YES YES YES YES YES YES YES
Anti-Malware YES YES YES YES YES YES YES YES
App Patrol YES YES YES YES YES YES YES YES
Content Filtering | YES YES YES YES YES YES YES YES
SecuReporter YES YES YES YES YES YES YES YES
Reputation Filter | YES YES YES YES YES YES YES YES
Sandboxing YES YES YES YES YES YES YES YES
Device Insight YES YES YES YES YES YES YES YES

IP Exception YES YES YES YES YES YES YES YES
SSL encrypted YES YES YES YES YES YES YES YES
Eggct:ﬂ%dﬁgggsrgy 1 year 1 year 1 year 1 year 1 year 1 year 1 year 1 year
Management by | YES YES YES YES YES YES YES YES
Eehier <10V

e See Table 9 on page 44 for a comparison of hardware ports.
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¢ See the Product Features appendix for a more detailed comparison of features.
¢ See the product’'s datasheet for detailed information on a specific model.

* Forinformation on inferface names by model, default port or interface name mapping, and default
intferface or zone mapping please see Section 3.1.2 on page 45.

1.2 Registration at Nebula Control Center (NCC)

Nebula Control Center (NCC) is an Internet portal that allows you to configure and monitor groups of
Zyxel Devices in organizations. You must register your Zyxel Device at NCC fo use security services and
upgrade firmware. See Licensing > Licenses for security services available for your Zyxel Device.

Use NCC to monitor and manage your Zyxel Device. Use the web configurator to configure the Zyxel
Device settings.

Run the initial setup wizard to register your Zyxel Device at NCC. Or you can follow the steps below to
register your Zyxel Device at NCC.

1 Loginto NCC (https://nebula.zyxel.com) with your Zyxel Account. If you do not have a Zyxel Account,
you should click Create an account to create one.

2 Afteryoulogin, click Go under NCC and then Let’s Start to run the NCC setup wizard. Create an
organization and a site or select an existing site.

3 Add the Zyxel Device to this site by entering its MAC address and serial number. You'll find the Zyxel
Device MAC address and serial number on its label or scan the QR code using the Nebula Mobile app.

4 Configure the WAN interface that the Zyxel Device will use to connect to NCC through the Internet.

If you did not register your Zyxel Device at NCC, you will see a reminder to register every time you log
info the Zyxel Device web configurator with an admin account.

1.3 Licenses

When you purchase a new Zyxel Device, it comes with the Gold Security Pack license. This license is valid
for one year.

The Gold Security Pack license consists of the following services at the time of writing. See Licensing >
Licenses for the latest services available for your Zyxel Device.

* Anti-Malware

* Application Patrol

* Device Insight

¢ |IPS (Intrusion Prevention System).
* Nebula Professional Pack

* Reputation Filter, including IP Reputation, URL Threat Filter, DNS Threat Filter services and External
Blocking Lists (EBL) for these services

¢ Sandboxing

USG FLEX H Series User's Guide
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» Security Profile Sync - Use NCC to apply the same security settings to all Firewalls in the same
organization

* SecuReporter

* Web Filtering (Content Filtering)

1.3.1 License Priority

New licenses queue until existing licenses expire. If you buy a new Gold Security Pack, these licenses will
be used only after licenses in the existing Gold Security Pack expire.

1.3.2 Grace Period

Service licenses have a 15-day grace period after a license expires. Services will continue to work in this
period during which you will receive nofifications to renew your licenses. New licenses are valid for 1
year from the date of purchase.

Please note that a trial license does not have a grace period.

1.4 Applications

These are some Zyxel Device application scenarios.

1.4.1 Security Router

Security includes a Stateful Packet Inspection (SPI) firewall.

Figure 1 Applications: Security Router Applications: Security Router
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1.4.2 VPN Connectivity

Set up VPN funnels with other companies, branch offices, telecommuters, and business travelers to
provide secure access to your network. AS is an Authentication Server in the below figure.
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Figure 2 Applications: VPN Connectivity

1.4.3 User-Aware Access Control

Set up security policies to restrict access to sensitive information and shared resources based on the user
who is trying fo access it. In the following figure user A can access both the Internet and an internal file

server. User B has a lower level of access and can only access the Internet. User C is not even logged in,
so and cannot access either the Internet or the file server.

Figure 3 Applications: User-Aware Access Confrol

1.4.4 Load Balancing

Set up multiple connections to the Internet on the same port, or different ports. In either case, you can
balance the traffic loads between them.

Figure 4 Applications: Multiple WAN Interfaces
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1.5 Management Overview

You can manage the Zyxel Device in the following ways.

Web Configurator

The Web Configurator allows easy Zyxel Device setup and management using an Internet browser. This
User's Guide provides information about the Web Configurator.

Figure 5 Managing the Zyxel Device: Web Configurator
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Command-Line Interface (CLI)

The CLI allows you to use text-based commands to configure the Zyxel Device. Access it using remote
management (for example, SSH) or via the physical port. See the Command Reference Guide for CLI
details. The default settings for the console port are:

Table 2 Console Port Default Settings

SETTING VALUE
Speed 115200 bps
Data Bits 8

Parity None

Stop Bit 1

Flow Control Off
FTP

Use File Transfer Protocol for firmware upgrades and configuration backup or restore.

SNMP

The device can be monitored and/or managed by an SNMP manager. See Section 26.4 on page 409.
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Management Authentication
Managers must be authenticated with a username and password, using one of:

¢ Local Zyxel Device authentication
* An external RADIUS server

e Certificates

1.6 Web Configurator

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTMLS, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome.

In order to use the Web Configurator you need to allow:

* Web browser pop-up windows from your device.

e JavaScript (enabled by default).

The recommended minimum screen resolution is 1366 x 768 pixels.

Note: Screenshots and graphics in this book may differ slightly from your product due to
differences in product features.

1.6.1 Web Configurator Access

1 Make sure your Zyxel Device hardware is properly connected. See the Quick Start Guide.

2 Inyourbrowser go to https://192.168.168.1. By default, the Zyxel Device automatically routes this request
to its HTTPS server, and it is recommended to keep this setting. The Login screen appears.

English v

USG FLEX 500H

Enter User Name/Password and click to login.
User Name ™

Password ™

Note:
1. Turn on Javascript and Cookie setting in your web browser.

2. Turn off Popup Window Blocking in your web browser.
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3 Select a display language for the Zyxel Device's web configurator screens in the upper right of the
screen. The following are the languages supported at the time of writing.

English
Deutsch
Espafiol

Frangais

Portugués

Polski

4 Type the user name (default: “admin”) and password (default: “1234" or see the label on the back of
the Zyxel Device).

5 Click Login. After you log in for the first fime using the default user name and password, you must
change the default admin password in the Update Admin Info screen. Enter a new password of from 1

to 64 characters.
Make a note of your new password, enter it in the following screen, then click Apply. The Login screen
appears again. Log in with your new password.

Change Password

As a security precaution, it is highly recommended that
you change the admin default password.

Reszet

Note:
Your password must be max 63 alphanumeric, printable

characters and no spaces.

1.6.2 Remote Access to the Zyxel Device Networks

Your Zyxel Device keeps your networks safe while allowing external access by applying the security
measures below:

¢ Two-Factor Authentication: Use two-factor authentication to have double-layer security to access a
secured network behind the Zyxel Device. The first layer is the VPN client/Zyxel Device's login user
name / password. The second layer is an authorized SMS (via mobile phone number) or email
address. See Section 25.4 on page 384 for more information on two-factor authentication.
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* |IPSec VPN: You can create highly secure connections with IKEv2 or EAP authentication to access
networks behind the Zyxel Device. For example, home workers can securely access company
resources if they have proper authentication. See Chapter 12 on page 176 for more information on
IPSec VPN.

1.6.3 Web Configurator Screens Overview

The Web Configurator screen is divided into these parts:

e A-title bar

* B - navigation panel

* C-main window

Figure 6 Web Configurator Screen Overview
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Figure 7 Title Bar
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The title bar icons in the upper right corner provide the following functions.
Table 3 Title Bar: Web Configurator Icons
LABEL DESCRIPTION
Language Select a display language for the Zyxel Device's web configurator screens.
Web Console Select this to display a Command Line Interface (CLI) in your browser. See the Command Line
Interface Reference Guide for information on commands.
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Table 3 Title Bar: Web Configurator Icons (continued)

LABEL DESCRIPTION

More ® About
4% Nebula 4
% sscuRsporter [
About: Click this tfo display basic information about the Zyxel Device.
Nebula: Click this fo go to https://nebula.zyxel.com/ to monitor or manage your Zyxel Device
using Nebula.
SecuReporter: Click this to go to https://secureporter.cloudcnm.zyxel.com/ for security
analytics.

Flelp @ onlineHze 4
® Tutorial video [
[z community (A
@ Priority Support [
Online Help: Click this to open the help page for the current screen.
Tutorial Video: Click this to go fo YouTube to see related Zyxel Device configuration videos.
Community: Click this to go to https://community.zyxel.com/en/categories/security for security
product line discussions.
Priority Support: The Nebula Pro license includes this to get direct assistance from the Nebula
technical support feam within 24 hours, and access to web chat during Taiwan office hours.

Notification What's New: Click this to open a PDF file to display what's new in the Zyxel Device firmware.
New Features: Click this fo display new features with new GUI screens. Click the link to be
directed fo the new GUI screens.

User ® Change Password
[F Logout
Change Password: This is for an admin account type only. Click this fo change the account
password. You will need to log in again using the new password.
Logout: Click this log out of the Web Configurator.

About

Click About to display basic information about the Zyxel Device.

Figure 8 About

Current Version:

Release Date:

Privacy Policy

About USG FLEX S00H

Systemn Protection Signature: 2.1.20.20240417.0
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USG FLEX H Series User's Guide

24



https://nebula.zyxel.com/
https://secureporter.cloudcnm.zyxel.com/
https://community.zyxel.com/en/categories/security

Chapter 1 Infroduction

This table describes the fields in this screen.

Table 4 About

LABEL DESCRIPTION

Current Version This shows the firmware version of the Zyxel Device.

Release Date This shows the date (yyyy-mm-dd) and time (hh:mm:ss) when the firmware is released.

System This shows the system protection signature version of the Zyxel Device. These signatures do not
Protection require a license. The Zyxel Device will synch with the Cloud Helper Server every day to update
Signature these signatures automaticailly.

System protection signatures protect your Zyxel Device and local networks from web attacks,
such as command injection, cross-site scripting and path fraversal.

Command injection: This is an attack in which an attacker uses the Zyxel Device vulnerabilities
fo execute commands to control your Zyxel Device.

Cross-site scripting: This is an attack in which an attacker implants malicious scripts in a website.
When you visit this website, the malicious scripts are sent and executed on your web browser.

Path traversal: This is an attack that allows an attacker to access files you store in the web root
folder.

1.6.4 Navigation Panel

Use the navigation panel menu items to open status and configuration screens. Click the arrow of the
navigation panel to hide the panel. Type an entry in the Search box to find a menu item containing that
entry. The following sections infroduce the Zyxel Device's navigation panel menus and their screens.
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Figure 9 Navigation Panel
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Dashboard Screens

The dashboard displays general device information, system status, system resource usage, licensed
service status, and interface status in widgets that you can re-arrange to suit your needs. See the Web
Help for details on the dashboard.

Table 5 Dashboard Menu Screens Summary

FOLDER OR LINK

TAB

FUNCTION

System

Collect and display the Zyxel Device system information, such as serial
number, MAC address and CPU usage.

Security

Collect and display security event statistics.
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Monitoring Screens

The monitoring screens display status and stafistics information.

Table 6 Monitoring Menu Screens Summary

FOLDER OR LINK TAB FUNCTION

Traffic Statistics
Application Application | Collect and display application statistics.
Usage Usage
Port Port Collect and display port statistics.
Interface Interface Collect and display interface statistics.
Session Monitor | Session Collect and display session stafistics.

Monitor

Security Statistics

Content Filter

Content Filter

Collect and display content filter statistics

Reputation Filter

IP Reputation

Collect and display IP reputation statistics.

DNS Threat Collect and display DNS threat filter statistics.
Filter
URL Threat Collect and display URL threat filter statistics.
Filter
IPS IPS Collect and display statistics on the intrusions that the Zyxel Device has

detected.

Anti-Malware

Anfi-Malware

Collect and display anti-malware statistics.

Sandbox Sandbox Displays the sandbox stafistics.
SSL Inspection Summary Collect and display SSL Inspection statistics.
Certificate Display traffic to destination servers using certificates.
Cache List
Network Status
Interface Interface Display the status of Zyxel Device interfaces.
Device Insight Device Displays a list of WiFi and wired clients connected to the Zyxel Device local
Insight networks.
Login Users Login User List the users currently logged into the Zyxel Device.
DHCP Table DHCP Table | Display a list of interfaces and their DHCP-assigned IP addresses.
VPN Status
IPSec VPN Site to Site Display and manage the Zyxel Device IPSec VPN connections with remote
VPN IPSec VPN routers that have static IP addresses or a domain names.
Remote Display and manage IPSec VPN connections from external users who want to
Access VPN | access the networks behind the Zyxel Device.
SSL VPN Remote Display and manage SSL VPN connections from external users who want to
Access VPN | access the networks behind the Zyxel Device.
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Configuration Screens

Use the configuration screens to configure the Zyxel Device's features.

Table 7 Configuration Menu Screens Summary

FOLDER OR LINK TAB FUNCTION
Services
Licensing Licenses Displays if the Zyxel Device is registered and licenses purchased.
Signature Update Use this screen to update signatures immediately or by a schedule.
Network
Interface Interface Use this screen to:
* Create and manage Ethernet interfaces.
¢ Create and manage VLAN interfaces.
¢ Create and manage bridge interfaces.
e Configure LAG parameters.
* Configure IP address assignment and interface parameters for VTI
(Virtual Tunnel Interface).
Trunk Create and manage trunks (groups of interfaces) for load balancing.
Port Use this screen to configure the Zyxel Device port settings.
Routing Policy Route Create and manage routing policies.
Static Route Create and manage IP static routing information.
NAT NAT Set up and manage port forwarding rules.
BWM BWM Conftrol bandwidth for services passing through the Zyxel Device, and
identify the conditions for bandwidth control.
ALG ALG Configure FTP pass-through settings.
VPN
IPSec VPN Site to Site VPN Configure Zyxel Device IPSec VPN connections with remote IPSec VPN
routers that have static IP addresses or a domain names.
Remote Access VPN | Configure IPSec VPN connections for external users who want to
access the networks behind the Zyxel Device.
SSL VPN General Configure SSL VPN connections for external users who want to access

the networks behind the Zyxel Device.

Security Policy

Policy Control

Policy Confrol

Create and manage level-3 traffic rules and apply Security Service
profiles.

DoS Prevention

DoS Prevention

Display and manage ADP bindings.

Policy

Profile Create and manage DoS prevention profiles.
IP Spoofing IP Spoofing Bind IP addresses fo MAC addresses.
Prevention Prevention

Session Control

Session Control

Limit the number of concurrent client NAT/security policy sessions.

Object

Address

Address

Create and manage host, range, and network (subnet) addresses.

Address Group

Create and manage groups of addresses to apply to policies as a
single objects.

Geo IP

Update the database of country-to-IP address mappings and
manually configure country-to-IP address mappings for geographic
address objects that can be used in security policies.
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Table 7 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK TAB FUNCTION
Service Service Create and manage TCP and UDP services.
Service Group Create and manage groups of services to apply to policies as a single
object.
Zone Zone Configure zone templates used to define various policies.
Schedule Schedule Create one-time and recurring schedules.

Schedule Group

Create and manage groups of schedules to apply fo policies as a
single object.

Security Service

App Patrol App Patrol Manage different types of fraffic in this screen. Create App Patrol
template(s) of settings to apply to a traffic flow using a security policy.
Content Content Filtering Use this screen to:
Filtering
* Create and manage the detailed filtering rules for HTTP(S) traffic
scan and DNS domain scan.
* Create a list of allowed web sites that bypass HTTP(S) traffic scan
and DNS domain scan.
* Create alist of web sites to block regardless of content filtering
policies.
Reputation IP Reputation Enable IP reputation and specify what action the Zyxel Device takes
Filter

when any IP address with bad reputation is detected.

You can also set up an allow list to identify which IPv4 addresses
should be allowed, and a block list to identify which IPv4 addresses
should be blocked.

DNS Threat Filter

Enable DNS threat filtering and specify what action the Zyxel Device
takes when a access attempt to a blocked Fully Qualified Domain
Name (FQDN) is detected.

You can also set up an allow list to identify which FQDNs should be
allowed, and a block list to identify which FQDNs should be blocked.

URL Threat Filter

Enable URL filtering and specify what action the Zyxel Device takes
when a access attempt to a blocked website is detected.

You can also set up an allow list fo identify which IPv4 addresses and/
or URLs should be allowed, and a block list to identify which IPv4
addresses and/or URLs should be blocked.

Anti-Malware

Anti-Malware

Enable, specify actions to fake when encountering malware or
compressed files, and set up a block list to identify files with malware
file patterns and an allow list to identify files that should not be
checked for malware.

Sandbox Sandbox Enable sandbox, and specify the actions the Zyxel Device takes when
files with unknown or untrusted programs are detected.
IPS IPS Enable and configure IPS settings. Create, import, or export custom
signatures.
Allow List Configure signatures that will be exempted from IPS inspection.
IP Exception IP Exception Use this screen to view the IP exception list for the anti-malware,

reputation filter and IPS (Intrusion Prevention System) features.

The Zyxel Device will not intercept nor inspect the incoming packets
that match the rules in the IP exception list for the anti-malware and/
or IPS (Intrusion Prevention System) features.
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Table 7 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK | TAB FUNCTION
SSL Inspection Profile Decrypt HTTPS traffic for Security Service inspection. Create SSL
Inspection templates of settings to apply to a fraffic flow using a
security policy.
Exclude List Configure services to be excluded from SSL Inspection.

Certificate Update

Use this screen to update the latest certificates of servers using SSL
connections to the Zyxel Device network.

External Block
List

IP Reputation

Set up an external block list which uses block list entries of IP addresses
with bad reputations stored in a file on a web server that supports HTTP
or HTTPS and is reachable from the Zyxel Device. The Zyxel Device will
block incoming and outgoing packets from the black list entries in this
file.

DNS Threat Filter/URL
Threat Filter

Set up an external block list which uses block list entries of blocked
Fully Qualified Domain Names (FQDN) or blocked URLs stored in a file
on a web server that supports HTTP or HTTPS and is reachable from the
Zyxel Device. The Zyxel Device will block incoming and outgoing
packets from the black list entries in this file.

User & Authentication

User/Group User Create and manage users.
Group Create and manage groups of users.
Setting Manage default settings for all users, general settings for user sessions,
and rules to force user authentication.
User AAA Configure the default authentication server (Local/LDAP/AD/RADIUS)
Authentication to use for user authentication.
Two-factor Configure Google Authenticator to access a secured network behind
Authentication the Zyxel Device via the web configurator or SSH connection.
System
Settings Settings Use this screen to configure:
¢ The Zyxel Device host name.
e System time settings.
¢ Remote access to the Zyxel Device settings.
* The web configurator language display settings.
DNS & DDNS DNS Configure the DNS server and address records for the Zyxel Device.
DDNS Define and manage the Zyxel Device's DDNS domain names.
SNMP SNMP Configure SNMP communities and services.
Nofification Mail Server Configure a mail server with authentication to send reports and
password expiration nofification emails.
Alert Enable to have the Zyxel Device send reports and password expiration
notification mails.
Certificate My Certificates Create and manage the Zyxel Device's certificates.
Trusted Certificates | Import and manage certificates from trusted sources.
Advanced System Parameters Edit default Zyxel Device parameters such as UDP/ICMP timeout, ARP

spoofing, device insight and LLDP.

Log & Report

Log / Events

Log / Events

Use this screen to view the Zyxel Device logs.

Log Setting

Log Settings

Configure the system log, email logs, and remote syslog servers.
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Table 7 Configuration Menu Screens Summary (confinued)

FOLDER OR LINK TAB FUNCTION
SecuReporter SecuReporter Enable SecuReporter logging and access the SecuReporter security
analytics portal that collects and analyzes logs from your Zyxel Device
in order to identify anomalies, alert on potential internal or external
threats, and report on network usage.
Email Daily Email Daily Report Select statistics to email in a daily report.
Report

Maintenance Screens

Use the maintenance screens to manage configuration and firmware files, run diagnostics, and reboot

or shut down the Zyxel Device.

Table 8 Maintenance Menu Screens Summary

FOLDER OR LINK TAB FUNCTION
Maintenance
Firmware/File Configuration File | Manage and upload configuration files for the Zyxel Device.
Manager - - - - -
Firmware View the current firmware version and upload firmware.
Management
Diagnostics Diagnostics Collect diagnostic information.
Packet Capture Capture packets for analysis.
CPU/Memory View CPU and memory usage statistics.
Status
System Log View the files of diagnostic information the Zyxel Device has collected
and stfored on a connected USB storage device.
Network Tool Identify problems with the connections. You can use Ping or
Traceroute to help you identify problem:s.
Reboot/ Reboot/Shutdown | Restart or furn off the Zyxel Device.
Shutdown

1.6.5 Tables and Lists

Web Configurator tables and lists are flexible with several options for how to display their entries.
Click a column heading to sort the table’s enfries according fo that column'’s criteria.

Figure 10 Sorting Table Entries by a Column’s Criteria
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Click the Resize icon H

) to adjust how to display column entries. If you manually adjusted the width of

the columns, click Reset to return them to the original widths. If you have a big monitor and want to see
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complete information in each column field, click Fit Content. If your monitor is not so big and you want
to see all columns in the screen, click Fit View.

Figure 11 Fit Content

. o
Reset

Fit Content

Figure 12 Fit View
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Click the columniicon ( m ) for more options about how to display the entries. The options available
vary depending on the type of fields in the column. You can select which columns to display by
selecting or clearing the check box.The tables have icons for working with table entries.

Figure 13 Common Table Icons

-+ Add

1.6.6 Error /Warning Messages
The following are some error or warning messages that may appear on your Zyxel Device.

1.6.6.1 Parsing/Timeout Error
Some screens may display an error message if there is a parsing or time-out error. Use Test in
Maintenance > Firmware/File Manager > Configuration to see if the currently running configuration file

has an error.

Figure 14 Parsing Error

Error

Received an empty XML.

Error Code: [ID: 20002]
get-device-config

Figure 15 Timeout Error

Error

The connection has fimed out.

get-device-config
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1.6.6.2 Desynchronize from Nebula Security Profile Warning

Security profile sync in the Nebula Control Center (NCC) allows you to share the same Zyxel Device
security service feature across multiple sites within an organization. If you enable Security profile sync in
the NCC, and then add, edit or remove the security service feature in the web configurator, you will
then see one of the following warnings.

Click Cancel to not apply or remove the security service feature and keep it synchronized with other
sites on the NCC, or click OK to apply or remove the security service feature. The Security profile sync will
then be disabled on the NCC.

Figure 16 Warning When Adding or Editing A Security Service Feature

If you alter any setting, the security service configuration will get
disconnected from the Nebula Security Profile Sync.

Click Cancel to stay synchronized with Nebula. Otherwise click
OK to proceed.

| Cancel |

Figure 17 Warning When Removing A Security Service Feature

Remove

Remove these items?2

If you alter any setting, the security service configuration will get
disconnected from the Nebula Security Profile Sync.

Click Cancel to stay synchronized with Nebula. Otherwise click

OK to proceed.
= -~
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CHAPTER 2
Initial Setup Wizard

2.1 Initial Setup Wizard Overview

When you log into the Web Configurator for the first time or when you reset the Zyxel Device to its
default configuration, the Initial Setup Wizard screen displays. This wizard helps you configure Internet
connection settings and activate subscription services.

Note: You must register your Zyxel Device at Nebula Confrol Center (NCC) to use security
services and upgrade firmware. NCC is an Internet portal that allows you to monitor
and manage groups of Zyxel Devices in organizations.

This chapter provides information on configuring the Web Configurator's Initial Setup Wizard. See the
feature-specific chapters in this User's Guide for background information.

You will be logged out of the Zyxel Device initial setup wizard after 1440 minutes. The settings you
configured will be saved. Log into the Zyxel Device again if you have not finished configuring the initial
setup wizard settings.

Click Next to confinue the wizard. Click Finish at the end of the wizard to complete the wizard.

2.1.1 Terms of Use/Privacy Policy/Firmware Upgrade Notification

Click the links to see:

¢ What data Zyxel collects from you and how it is used

e Zyxel privacy policy.
Please also read the firmware upgrade nofification carefully.
To use SecuReporter and sandbox, you need to allow Zyxel to collect data from you.

Select | have read and agree with the items above. SecuReporter and sandbox will be enabled
automatically when you select the check box.

Click Next to configure the Zyxel Device settings with the initial setup wizard.

Note: You cannot proceed with the initial setup wizard if you do not select the check box.
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Figure 18 Terms of Use/Privacy Policy/Mandatory Firmware Upgrade Notification
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2.2 Connect to the Internet

Use this screen to set the interface’s type of encapsulation and method of IP address assignment.

The screens vary depending on the encapsulation type. Refer to information provided by your ISP to
know what to enter in each field.

Go to Network > Interface after you log into the web configurator if you want to change the interface
settings.

Note: Enter the Internet access information exactly as your ISP gave it to you. Leave a field
blank if you don't have that information.

2.2.1 Interface Type - DHCP

Use this screen to configure your IP address seftings.

= Interface Type: This displays the type of Internet connection you are configuring. Select DHCP if your
ISP did not assign you a fixed IP address.

= Port: Select a port to apply the Internet connection settings fo.
= |P Address: This field is read-only when you set Interface Type to DHCP.

* DHCP Option 60: DHCP Option 60 is used by the Zyxel Device for identification to the DHCP server
using the VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP server can
assign different IP addresses or options to clients with the specific VCI or reject the request from clients
without the specific VCI.

Type a string using up to 63 of these characters a-zA-Z0-9\"#$%&'()*+,-./;<=>2@[]A_ {}to identify this
Zyxel Device to the DHCP server. For example, Zyxel-TW.

= VLAN Tag: Enable to tag the traffic going out from the Zyxel Device.
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< VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-4080.

= Connection Test: Click Connection Test fo check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.

Figure 19 Interface Type - DHCP

Connect To Internet

1 ConnectTo
Internet nterface Type DHCP -

2.2.2 Interface Type - Static

Use this screen to configure your IP address settings.

= Interface Type: This displays the type of Internet connection you are configuring. Select Static if your
ISP assigned you a fixed IP address.

= Port: Select a port to apply the Internet connection settings fo.
¢ WAN IP: Enter your (static) public IP address.
* Subnet Mask: Enter the subnet mask for this WAN connection's IP address.

» Default Gateway: Enter the IP address of the router through which this WAN connection will send
traffic (the default gateway).

 First / Second DNS Server: These fields display if you selected static IP address assignment. The Domain
Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS server's IP
address(es). The DNS server is extremely important because without it, you must know the IP address
of a computer before you can access it. The Zyxel Device uses these (in the order you specify here) to
resolve domain names for VPN, DDNS and the time server. Leave the field as 0.0.0.0 if you do not want
to configure DNS servers.

= VLAN Tag: Enable to tag the fraffic going out from the Zyxel Device.
< VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-4080.

= Connection Test: Click Connection Test fo check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.
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Figure 20 Interface Type - Static
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2.2.2.1 Possible Errors

¢ Check that the cable is connected from the WAN port (port 1 or port 2) to the Internet.

¢ Check that the interface is connected to the device you're using for Internet access such as a
broadband router, and that the router is furned on.

e |f your Zyxel Device was not able to obtain an IP address, check that your Internet access information
uses DHCP as the WAN connection type. If it fails again, check with your Internet service provider or
administrator for correct WAN settings.

* If your Zyxel Device was not able to use the IP address entered, check that you enter correctly the IP
address, subnet mask and gateway IP address exactly as given. If it fails again, check with your
Internet service provider or administrator for the correct IP address, subnet mask and gateway
address and other WAN settings.

2.2.3 Interface Type - PPPOE

Use this screen to configure your IP address setftings.

= Interface Type: This displays the type of Internet connection you are configuring. Select PPPOE for a
dial-up connection according to the information from your ISP.

= Port: Select a port to apply the Internet connection settings to.

* User Name: Enter the user name given to you by your ISP. You can use up fo 64 single-byte
characters, including 0-9a-zA-Z-_@$ . /+ # ; . %B\~N&*() "= {}[] | 2 .<'>'". The user name must begin with
0-90-zA-Z-_@$ . /+. Spaces are not allowed.

* Password: Enfer the password associated with the user name. You can use up to 63 single-byte
characters, including 0-9a-zA-Z-_@$ . /+ # ; : %\~N&*() "= {}[] || .<'>'". Spaces are not allowed. This field
cannot be blank.

= VLAN Tag: Enable to tag the traffic going out from the Zyxel Device
= VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-4080.
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« Connection Test: Click Connection Test to check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct

settings from your ISP or network administrator.

Figure 21 Interface Type - PPPOE

Connect To Internet
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2.2.3.1 Possible Errors

Make sure that your Internet access information uses PPPoE as the WAN connection type. Re-enter your
PPPoE user name and password exactly as given. If it fails again, check with your Internet service
provider or administrator for correct WAN settings and user credentials.

2.3 System Time

It's important to have correct date and time values in the logs. The Zyxel Device can automatically
update the time and date by detecting your time zone and whether Daylight Savings is in effect in that

time zone.

If your Zyxel Device cannot get the correct date and fime, it may not able to connect to a time server.
Check the time server settings in System > Settings after you log into the Zyxel Device.
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Figure 22 System Time

System Time
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"Daylight Saving Time is not cbserved by this time zone.

2.4 Device Registration

Device registratfion includes:

* Adding your Zyxel Device to a site in an organization at NCC

* Activating Zyxel Device service licenses

If you previously activated your service licenses at another Zyxel portal such as myZyxel.com or Circle,
you can sfill use all Zyxel Device services except for SecuReporter and remote support through Nebula.
Add your Zyxel Device to a site in an organization at NCC to be able to use these features also.

If you did not previously activate your service licenses at another Zyxel portal such as myZyxel.com or
Circle, then you must add your Zyxel Device to a site in an organization at NCC in order to activate your
Zyxel Device service licenses, including SecuReporter, perform firmware upgrades and avail of remote
support through Nebula.

After you successfully register your Zyxel Device, security services supported by your model will be
activated automatically.

Click the Register button in this screen to add your Zyxel Device o a site in an organization at Nebula.
There are two ways to add your Zyxel Device to a site at NCC.

* Automatically add it by scanning the QR code to use the Nebula Mobile app.

¢ Manually add it by entering the Zyxel Device's serial number and LAN MAC address at NCC. See the
label at the back of the Zyxel Device for this information.
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Chapter 2 Initial Setup Wizard

Note: The Zyxel Device must be connected to the Internet in order to connect to NCC.

Click Refresh or use the Licensing > Licenses screen after you log into the web configurator to have the
Zyxel Device connect fo NCC to update its registration status.

The Registration Status field may display Registered or Not registered.

* Registered: Your Zyxel Device has been successfully added to a site in NCC.

* Not registered: Your Zyxel Device has not been successfully added to a site in NCC. Make sure the
Zyxel Device is connected to the Internet. Wait a few minutes, then click Refresh to synchronize again.

Figure 23 Register Device

Device Registration

Connect To
Internet
System Time o .
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NCC is an Infe
3 Device
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Registration Status: Not registered
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f late. When your Zyxel Devi

Back

2.4.1 Exit the Wizard

The Exit button displays if the Zyxel Device is not connected fo the Internet when you are at the Device
Registration step. You will be redirected to the Zyxel Device login page after you click Exit.

If you did not previously activate your service licenses at another Zyxel portal, then you must add your
Zyxel Device to a site in an organization atf NCC in order to activate your Zyxel Device service licenses,
including SecuReporter, perform firmware upgrades and avail of remote support through Nebula.
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Chapter 2 Initial Setup Wizard

Figure 24 Exit Wizard

Device Registration
Connect To
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firmware. Make sure your Zyxel Device can access the Internet.
System Time
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Register
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If this displays Not Registered. click Refresh and wait a few minutes for the Zyxel

Device status to update. When your Zyxel Device is Registered, you can use NCC to
manage it.

Exit Back

Make sure to go to Licensing > Licenses and follow the instructions to register your Zyxel Device once

your Zyxel Device is connected to the Internet. Please note that you will only see the following screen if
you log in using an admin account.

Figure 25 Licensing > Licenses

Registration

Device Registration Status:  Not Registered Refresh

Your Iyxel Device is not registered. You cannot upgrade fimware. Your security services settings will not take effect.
Scan the QR code to register your Zyxel Device using the Nebula Mobile app.

You will also see a warning message to remind you to register your Zyxel Device every time you log info

the web configurator. Please note that you will only see the warning message if you log in using an
admin account.
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Figure 26 Register Warning Message

Your Zyxel Device is not registered.

You cannot upgrade firmware. Your security services settings
will not take effect.

Scan the QR code to register your Zyxel Device using the
Nebula Mobile app.

2.5 License Summary

After you successfully register your Zyxel Device, security services supported by your model will be
activated automatically.

Go to Licensing > Licenses affer you log into the web configurator if you want to check the Zyxel Device
services status.

Figure 27 Service Activation

Activation
Connect To
| Internet Refresh
System Time Service Status
| Web Filtering Activated
| Application Security Activated
License I .
4 Activation Anfi-Malware Activated
Ps Activated
5
SecuReporter Activated
Reputation Filter Activated
m

Click Refresh and wait a few moments for the registration information to update in this screen. If the
page does not refresh, make sure the Internet connection is working and click Refresh again. To check
your Internet connection, try to access the Internet from a computer connected to a LAN port on the
Zyxel Device. If you cannoft, then check your Internet access settings on the Zyxel Device.
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The Status column may display Activated or Expired.

e Activated: The service license is enabled.

¢ Expired: The service license has expired. Go to NCC > Organization-wide > License & Inventory to
renew your license.

2.6 Finish

Click Finish to save all seftings to the Zyxel Device and leave the initial wizard.

* To manage security services and policies on this Zyxel Device, log into the Zyxel Device web
configurator.

¢ To monitor and manage your Zyxel Devices through the cloud, click Nebula Control Center (NCC).

Note: If you want fo run the initial wizard again, you must reset the Zyxel Device. Make sure o
back up your current configuration first as you will lose all web configurator settings
after the reset.

Figure 28 Finish

Finish
Click Finish to exit the wizard.

Next, use the web configurator to configure settings such as security
policies and services.

Log into the Nebula Control Center [NCC]) to monitor and manage
your Zyxel Device.

5 Finish

SECk “
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3.1 Hardware Overview

CHAPTER 3
Hardware, Interfaces and

ones

This section describes the front and rear panels for each model.

The following table summarizes the port features of the Zyxel Device by model.

Table 9 USG FLEX Series Port Comparison Table

USG USG USsG UsG USG UsG USG UsSG
USG FLEX MODELS FLEX FLEX FLEX FLEX FLEX FLEX FLEX FLEX
50H 50HP 100H 100HP 200H 200HP 500H 700H
USB 3.0 Ports 1 1 1 1 1 1 1 1
10 Gbps SFP+ interface 0 0 0 0 0 0 0 2
PoE+ Port 0 1 0 1 0 1 2 2
10/100/1000 Mbps 5 5 8 8 6 6 8 8
Ethernet Ports
Multi-Gigabit Ethernet 0 0 0 0 2 2 4 4
Ports
Console Port 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45) 1 (RJ45) | 1 (RJ45)

For information on interface names by model, default port or inferface name mapping, and default
intferface or zone mapping please see Section on page 59.

3.1.1 Multi-Gigabit

Multi-Gigabit Ethernet ports automatically allow connections up to the speed of the connected network
device (100M, 1G, 2.5G, 5G, or 10G), and you just need to use a CAT 5e or CAT 6 Ethernet cable. You
must use CAT éA or better Ethernet cables to achieve 10G speeds.

The following table shows which models have which Multi-Gigabit ports.

Table 10 USG FLEX Series Multi-Gigabit Port Comparison

USG FLEX MODELS

USG FLEX 200H

USG FLEX 200HP

USG FLEX 500H

USG FLEX 700H

2.5 Gbps Multi-Gigabit Ethernet Ports P1, P2

P1, P2

P1, P2, P3, P4

P1, P2

10 Gbps Multi-Gigabit Ethernet Ports

P3, P4
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See the following table for the cables required and distance limitation fo aftain the corresponding

speed.

Table 11 Cable Types
CABLE TRANSMISSION SPEED | MAXIMUM DISTANCE | BANDWIDTH CAPACITY
Category 5 100M 100 m 100 MHz
Category 5e 1G 100 m 100 MHz
Category 6 100 m:1G

1G /10G 37-50 M:10G 250 MHz

Category é6a 10G 100 m 500 MHz
Category 7 10G 100 m 600 MHz

3.1.2 Default Physical Port — Interface Mapping

You connect cables to the physical ports. You configure interfaces in the web configurator or
command line interface (CLI).

The following table shows the default interfaces for each physical port.

Table 12 Default Physical Port — Interface Mapping

PORT / INTERFACE | P1 | P2 P3 P4 | P5 | P6 | P7 P8 | P9 | P10 | P11 | P12 | P13 | P14
USG FLEX 50H gel | ge2 | geld | ge3d | ge3

USG FLEX 50HP gel | ge2 | geld | ge3 | ge3

USG FLEX 100H gel | ge2 [ geld | ge3 | ge3 | ge3 | ged | ged

USG FLEX 100HP gel | ge2 | geld | ge3 | ged | ged | ged | ge4d

USG FLEX 200H gel | ge2 [ geld | ge3 | ge3 | ge3 | ged | ged

USG FLEX 200HP gel | ge2 | geld | ge3 | ged | ged | ged | ge4d

USG FLEX 500H gel |ge2 [geld | ge3 | ge3 | ge3 |ged | ged | ged | ged |- -

USG FLEX 700H gel | ge2 | geld | ge3 | ged | geld |ged | ged | ged | ged |- - - -

Note: You change the default zone for all interfaces in Network > Interface and Object >

one.

The following shows the default zone for each interface.

* gel and ge2 are WAN ports

* ged and ge4 are LAN ports

¢ '“"means these ports have no default zone, so you must configure a zone for them in Network >

Interface and Object > Zone

3.1.3 PoE

The Zyxel Device is a Power Sourcing Equipment (PSE) because it provides a source of power through its
Ethernet ports. Each device that receives power through an Ethernet port is a Powered Device (PD). A
Powered Device (PD) is a device that receives power through PoE, such as an IP camera, a wireless

router, an IP telephone or a general outdoor router.
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Note: Do not connect the Zyxel Device PoE+ port to a non-Powered Device. If you need to
connect a non-Powered Device to the Zyxel Device PoE+ port, make sure to disable
PoE in Network > Interface > Port first.

The following example figure shows a Zyxel Device supplying PoE (Power over Ethernet) to PDs that are

not within reach of a power outlet.

Figure 29 PoE Application

) O A

The Zyxel Device can adjust the power supplied to each PD according to the PoE standard the PD

supports. POE standards are:

 |EEE 802.3af Power over Ethernet (PoE)
» |EEE 802.3at Power over Ethernet (PoE+)

The following table describes the PoE features of the Zyxel Device by PoE standard.

Table 13 Zyxel Device PoE Features

POE FEATURES USG FLEX 50HP | 58 F-EX oo ooy X LS Ex
|EEE 802.3 af PoE+ Port 5 Port 8 Port 2 Port 3-4 Port 3-4
Power Management Consumption Consumption Consumption Consumption Consumption
Mode Classification Classification Classification Classification Classification
(default) (default) (default) (default) (default)
PoE Power Budget 30W 30W 30W 30W 30W
Table 14 PoE Standards
POE FEATURES POE POE+
|EEE Standard |IEEE 802.3af |IEEE 802.3at
PoE Type Type 1 Type 2
Switch Port Power
IEEE Power Classification Class0, 1,2, 3 Class 4
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Table 14 PoE Standards

POE FEATURES POE POE+
Maximum Power Per Port 154 W 30 W

Port Voltage Range 44 -57 V 50-57V
Cables

Twisted Pairs Used 2-pair 2-pair
Supported Cables Cat3 or Cats Cats or better

3.1.4 Front Panels

The LED indicators are located on the front panel.

Figure 30 USG FLEX 50H Front Panel
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Figure 35 USG FLEX 200HP Front Panel
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Figure 36 USG FLEX 500H Front Panel
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Figure 37 USG FLEX 700H Front Panel
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The following table describes the front panel LEDs.

Table 15 LED Descriptions

P5-P12 (USG FLEX
500H / 700H)

LED COLOR | STATUS DESCRIPTION
PWR/SYS Green Off The Zyxel Device is not ready or has failed.
On The Zyxel Device is ready and running.
Blinking The Zyxel Device is booting or upgrading firmware
Red On The Zyxel Device has an error or has failed.
Blinking The Zyxel Device is returning to factory defaulfs.
USER Green On There are accounts with User Type set as admin logged into the Zyxel
Device.
Blinking New firmware is available or your license has expired.
Amber On There are IP addresses locked out of the Zyxel Device.
Off USER LED is not enabled in System > Settings.
PoE (PoE1/PoE2) | Green On The PoE connected to this port is in AT mode (PoE AT enabled).
Amber | On The PoE connected to this port is in AF mode (PoE AF enabled)
Off No PoE is connected fo this port (PoE disabled).
P1-P5 (USG FLEX | Amber | On This port has a successful 10/100 Mbps link.
50H / 50HP): Blinking The Zyxel Device is sending or receiving packets on this port at 10/100
P1-P8 (USG FLEX Mbps.
100H / 100HP) Green On This port has a successful 1 Gbps link.
P3-P8 (USG Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
FLEX200 / 200HP) Off There is no connection on this port.
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Table 15 LED Descriptions (continued)

LED COLOR | STATUS DESCRIPTION
P1, P2 (USG FLEX | Sky Blue | On This port has a successful 2.5 Gbps link.
200 /200HP) Blinking The Zyxel Device is sending or receiving packets on this port at 2.5 Gbps.
Z(])OFI)-S (USGFLEX | Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Amber | On This port has a successful 100 Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 100
Mbps.
Off There is no connection on this port.
P3, P4 (USG FLEX | Blue On This port has a successful 10 Gbps link.
700H) Blinking The Zyxel Device is sending or receiving packets on this port at 10 Gbps.
Purple On This port has a successful 5 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 5 Gbps.
Sky Blue | On This port has a successful 2.5 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 2.5 Gbps.
Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Amber On This port has a successful 100 Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 100
Mbps.
Off There is no connection on this port.
P13, P14 SPF+ Blue On This port has a successful 10 Gbps link.
(USF FLEX 700H) Blinking The Zyxel Device is sending or receiving packets on this port at 10 Gbps.
Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Off There is no connection on this port.

The following table describes the ports on the front panel.

Table 16 Front Panel Ports

LABEL

DESCRIPTION

REBOOT

Press the button for about 5 seconds to reboot the Zyxel Device.

RESET

Press the button in for about 7 seconds (or until the PWR/SYS LED starts to blink), then release it
to return the Zyxel Device to the default configuration (the Login Password on the back label or
1234, the LAN IP address is 192.168.168.1 and so on).

Note: All configuration files including those you saved on the Zyxel Device will be
deleted.

Press the button in for more than 30 seconds, then release it to return the Zyxel Device to
factory defaults. The Zyxel Device PWR/SYS LED will blink green while booting up.

usB

Connect a storage device for system logs and storage.

P1-P8 (USG FLEX
200H / 200HP)

P1-P12 (USG FLEX
500H / 700H)

These are Multi-Gigabit 1G/2.5G/10G RJ-45 Ethernet ports.
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Table 16 Front Panel Ports (continued)

LABEL DESCRIPTION

P13-P14 (USG These are 10G SFP+ ports.

FLEX 700H)

CONSOLE You can use the console port to manage the Zyxel Device using CLI commands. You will be

prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

*  Speed 115200 bps

e Data Bits 8
e Parity None
e Stop Bit 1

¢ Flow Control Off

3.1.5 Rear Panels

The connection ports are located on the rear panel.

Figure 38 USG FLEX 50H Rear Panel
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Figure 42 USG FLEX 200H Rear Panel
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Note: Make sure you connect the Zyxel Device's power cord to a socket-outlet with an
earthing connection or its equivalent.

The following table describes the items on the rear panel.

Table 17 Rear Panel ltems

LABEL DESCRIPTION

Power Use the included power cord to connect the power socket to a power outlet. Turn the power
switch on if your Zyxel Device has a power switch.

Console You can use the console port to manage the Zyxel Device using CLI commands. You will be

prompted to enter your user name and password. See the Command Reference Guide for
more information about the CLI.

When configuring using the console port, you need a computer equipped with
communications software configured to the following parameters:

e Speed 115200 bps

e Data Bits 8
e Parity None
e Stop Bit 1

¢ Flow Control Off

P1-P5 (USG FLEX

These are 1G RJ-45 Ethernet ports.

50H / 50HP)

P1-P8 (USG FLEX

100H / 100HP)

Fan The fans are for cooling the Zyxel Device. Make sure they are not obstructed to allow maximum
ventilation.

Lock Attach a lock-and-cable from the Kensington lock (the small, metal-reinforced, oval hole) to a

permanent object, such as a pole, to secure the Zyxel Device in place.

USG FLEX H Series User's Guide

51




Chapter 3 Hardware, Interfaces and Zones

Note: Use an 8-wire Ethernet cable to run your Gigabit Ethernet connection at 1000 Mbps.
Using a 4-wire Ethernet cable limits your connection to 100 Mbps. Note that the
connection speed also depends on what the Ethernet device at the other end can
support.

3.1.6 Console Port Pin Connectors

The RJ-45 connector pins are as follows.

Figure 46 RJ-45 Connector Pins

87654321

The DB-9 connector pins are as follows.

Figure 47 DB-9 Connector Pins

PIN 5

PIN 9

PIN 6

PIN 1

These are the cable pinouts for RJ-45 to DB-9.

Table 18 Cable Pinouts for RJ-45 to DB-9

SIGNAL CONSOLE PORT RJ-45 PIN | DB-9 PIN SIGNAL
RTS 1 8 CTS
DTR 2 6 DSR
™D 3 2 RxD

GND 4 5 GND
GND 5 5 GND
RxD 6 3 ™D
DSR 7 4 DTR
CTS 8 7 RTS
1.9 NC
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These are the signal names.

Table 19 Signal Names
SIGNAL | SIGNAL NAME
RXD Receive Data
TXD Transmit Data
DTR Data Terminal Ready
GND Ground
DSR Data Set Ready
RTS Request to Send
CTS Clear to Send
RI Ring Indicator
NC Not Connected

3.2 Installation Scenarios

The Zyxel Device can be:

* Placed on a desktop.

¢ Wall-mounted on a wall.

¢ Rack-mounted on a standard EIA rack.

The following table summarizes the installation scenarios of the Zyxel Device by model.

Table 20 USG FLEX Series Installation Comparison Table

USG FLEX MODELS B T | s X ip | oo 7 500Hp | USG FLEX 500H | USG FLEX 700H
Rubber feet for desktop Yes Yes Yes Yes Yes
placement

Wall Mounting Yes Yes Yes No No

Rack Mounting No No No Yes Yes

WARNING! Do NOT block the ventilation holes on the Zyxel Device.
Allow 100 mm clearance for the ventilation holes to prevent your Zyxel
Device from overheating. Do not store things on the Zyxel Device. Do
not place a Zyxel Device on another high temperature device.
Overheating could affect the performance of your Zyxel Device, or
even damage it.

3.2.1 Desktop Installation Procedure

1

2

Make sure the Zyxel Device is clean and dry.

Remove the adhesive backing from the rubber feet.
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3 Aftach the rubber feet to each corner on the bottom of the Zyxel Device. These rubber feet help
protect the Zyxel Device from shock or vibration, and allow air circulation.

Figure 48 Attaching Rubber Feet

4 Setthe Zyxel Device on a smooth, level surface strong enough to support the weight of the Zyxel Device
and the connected cables. Make sure there is a power outlet nearby.

Note: Make sure to use the rubber feet when stacking the Zyxel Devices on a desk.

3.2.2 Rack-mounting
Use the following steps to mount the Zyxel Device on an EIA standard size, 19-inch rack or in a wiring
closet with other equipment using a rack-mounting kit. Make sure the rack will safely support the
combined weight of all the equipment it contains and that the position of the ZyWALL does not make

the rack unstable or top-heavy. Take all necessary precautions to anchor the rack securely before
installing the unit.

Use a #2 Phillips screwdriver to install the screws.

Note: Failure to use the proper screws may damage the unit.

1 Align one bracket with the holes on one side of the Zyxel Device and secure it with the included bracket
screws (smaller than the rack-mounting screws).

2 Attach the other bracket in a similar fashion.
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Figure 49 Aftach Brackets

3 After attaching both mounting brackets, position the Zyxel Device in the rack and match up the bracket
holes with the rack holes. Secure the Zyxel Device to the rack with the rack-mounting screws.

Figure 50 Mount on Rack
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Note: Make sure there is atf least 100 mm of clearance at the sides and 100 mm in the rear to
allow air circulation and the attachment of cables and the power cord. When stacking
in a rack, make sure there is at least 40 mm of clearance between Zyxel Devices.

3.2.3 Wall-mounting
Do the following to attach your Zyxel Device to a wall.

The following table lists the distance “X" between mounting holes for each model:

Table 21 Distance “X" Between FLEX Mounting Holes

MODEL NAME DISTANCE “X”
USG FLEX 50H 174 mm (6.85")
USG FLEX 50HP 174 mm (6.85")
USG FLEX 100H 174 mm (6.85")
USG FLEX 100HP 174 mm (6.85")
USG FLEX 200H 206 mm (8.11")
USG FLEX 200HP 206 mm (8.11")
1 Drillintfo a wall two holes 3 mm —4 mm (0.12"-0.16") wide, 20 mm — 30 mm (0.79" - 1.18") deep and a

distance X (see the preceding table) apart. Place two screw anchors in the holes.
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Figure 51 Wall Mounting Screw Specifications
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Screw two screws with 6 mm — 8 mm (0.24" - 0.31") wide heads info the screw anchors. Do not screw the
screws all the way in to the wall; leave a small gap between the head of the screw and the wall.

The gap must be big enough for the screw heads to slide info the screw slots and the connection cables
to run down the back of the Zyxel Device.

Note: Make sure the screws are securely fixed to the wall and strong enough to hold the
weight of the Zyxel Device with the connection cables.

Use the holes on the bottom of the Zyxel Device to hang the Zyxel Device on the screws.
Figure 52 Wall Mounting
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Note: Wall-mount the Zyxel Device horizontally. The Zyxel Device's side panels with ventilation
slots should not be facing up or down as this position is less safe.

Make sure there is 100 mm of clearance at the sides and 1 - 1.5 mm distance between
the screw head and the wall to allow air circulation and the attachment of cables and
the power cord.

3.3 Power Cord Lock

Follow the procedures below to secure the power cord connected to the Zyxel Device.

3.3.1 Procedure A

Follow this procedure for the following models:

e USG FLEX 50H e USG FLEX 50HP
e USG FLEX 100H e USG FLEX 100HP
e USG FLEX 200H * USG FLEX 200HP

USG FLEX 500H

1 Use ascrew driver to remove the power cord lock and the screw from the Zyxel Device.

2 Attach the Zyxel Device power cord through the power cord lock.
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3 Connect the power cord to the Zyxel Device power socket.

4 Use the screw driver to secure the power cord lock and the screw with the power cord to the hole next
to the power socket.

3.3.2 Procedure B

Follow this procedure for:

* USG FLEX 700H

1 Insert Cable Clamp A into the case hole.
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4

Cable Clamp A /9% Cable Clamp B

Connect the power cord to the Zyxel Device power socket.

Open Cable Clamp B and attach it to the power cord. Make sure Cable Clamp B covers the head of
the power cord.

Power Cord Head

Close Cable Clamp B to secure the power cord to the power socket.
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CHAPTER 4
Dashboard

4.1 Overview

Use the Dashboard screens to check status information about the Zyxel Device.

4.1.1 What You Can Do in this Chapter

Use the main Dashboard screen to see the Zyxel Device’s general device information, system status, and
system resource usage. You can also display other status screens for more information.

Use the Dashboard screens to view the following.

System Information Screen on page 61
Port Status Screen on page 63
Resource Usage Screen on page 64
Bandwidth on page 65

Client Usage Screen on page 66

The Latest Logs Screen on page 66

The Security Screen on page 67

4.2 The System Screen

The System screen displays when you log into the Zyxel Device or click System in the navigation panel.
The System screen displays general device information, system resource usage, and interface status in
widgets that you can re-arrange to suit your needs. You can also click the refresh icon ( & ) to refresh
individual widgets.
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Figure 53 Dashboard > System
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4.2.1 System Information Screen

The System Information screen displays Zyxel Device's system and model name, serial number, MAC

address and firmware version shown in the below screen.

Figure 54 Dashboard > System > System Information
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The table describes the fields in this screen.

Table 22 Dashboard > System > System Information

LABEL

DESCRIPTION

Host Name

This field displays the name used to identify the Zyxel Device on any network. Click
the link and open the Host Name screen where you can edit and make changes to
the system and domain name.

Serial Number

device tracking and control.

This field displays the serial number of this Zyxel Device. The serial number is used for
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Table 22 Dashboard > System > System Information

LABEL

DESCRIPTION

MAC Address

This field displays the MAC addresses used by the Zyxel Device. Each physical port
has one MAC address. The first MAC address is assigned fo physical port 1, the
second MAC address is assigned to physical port 2, and so on.

Firmware This field displays the version number and date of the firmware the Zyxel Device is
currently running. Click the link to open the File Manager screen where you can
upload firmware.

Uptime This field displays how long the Zyxel Device has been running since it last restarted
or was furned on.

System Time This field displays the current date and time in the Zyxel Device. The format is yyyy-

mm-dd hh:mm:ss.

Boot Status

This field displays details about the Zyxel Device's startup state.
OK - Boot success: The Zyxel Device has started up successfully.

OK - Firmware update at yyyy/mm/dd hh:mm: This displays the date and time when
the Zyxel Device last updated the firmware successfully.

OK - Factory default at yyyy/mm/dd hh:mm: This displays the date and time when
the Zyxel Device was last reset to the factory default settings and rebooted
successfully.

OK - User reboot at yyyy/mm/dd hh:mm: This displays the date and fime when the
Zyxel Device last rebooted successfully.

OK - Reset default configuration at yyyy/mm/dd hh:mm: This occurs when the Zyxel
Device starts for the first time or you reset the Zyxel Device to the factory default
settings.

OK - System recovery at yyyy/mm/dd hh:mm: This displays the date and time when
the Zyxel Device last underwent system recovery and rebooted successfully.

OK - Apply configuration xxxx.conf at at yyyy/mm/dd hh:mm: This displays the date
and fime when the Zyxel Device last applied the configuration file and rebooted
successfully.

OK - Switch to (1st] 2nd) partition at yyyy/mm/dd hh:mm: This displays the date and
fime when the Zyxel Device last rebooted using firmware in the backup partition.

OK - Reset admin password at yyyy/mm/dd hh:mm: This displays the date and time
when the Zyxel Device reset the admin password using the “atkz-g” command and
rebooted successfully.

WARN - Fallback to lastgood configuration: The Zyxel Device was unable to apply
the startup-config.conf configuration file and fell back to the lastgood.conf
configuration file. See Section 28.1.3 on page 446 for more information on
configuration file flow at restart.

WARN - Fallback to lastgood configuration after firmware update at yyyy/mm/dd
hh:mm: This displays the date and time when the Zyxel Device was last unable fo
apply the startup-config.conf configuration file after firmware update and fell back
to the lastgood.conf configuration file. See Section 28.1.3 on page 446 for more
information on configuration file flow at restart.

ERROR - Fallback to system default configuration: The Zyxel Device was unable fo
apply the lastgood.conf configuration file and fell back to the system default
configuration file (system-default.conf). See Section 28.1.3 on page 446 for more
information on configuration file flow at restart.

ERROR - Fallback to system default configuration after firmware update at yyyy/mm/
dd hh:mm: This displays the date and time when the Zyxel Device was unable to
apply the lastgood.conf configuratio